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Introduction 
 

In any type of network, providing secure access to managed devices is problematic.  

Each device will have a username/password combination to login.  However the 

personnel that require access need to be provided with the IP address or phone number 

of each device and its username/password combination; this compromises the very 

security that has been put in place.   

 

These people may be contactors or work for a third party; who are they?  An employee 

could leave an organisation; what should then happen is that all devices they had access 

to should have their password changed ς how long does that take?  Does it happen in 

practice?  Passwords should be complex and changed periodically but this increases the 

likelihood of users writing them down instead of remembering them; another security 

concern. 

 

A record needs to be kept of all the device login credentials and which users have access 

to each device.  How secure is this record?  Every time a device is added or removed, 

the relevant users need to be advised.  How is this administered and how much does 

that cost?  The more devices in the network and the more system users, the more 

complex and costly it becomes to manage. 

 

Users will access devices and possibly make changes. What have they done?  If 

something goes wrong or a security breach occurs, how did it happen and who did it?  

How can the cause be found quickly? 

 

An organisation and possibly its customers will need to be assured that the network 

infrastructure is secure at all times and meets their need for authentication, 

authorisation, and auditing. This may need to be externally assessed and verified. 

 

These problems can be overcome either by not allowing remote access, which gives rise 

to inefficiencies and additional costs, or by providing some sort of central control 

mechanism, such as Data TrackΩǎ Secure Access Management System.   

 

Centralising control over the authentication, authorisation, and auditing of users 

ǊŜŘǳŎŜǎ ƻǾŜǊŀƭƭ ƴŜǘǿƻǊƪ ƳŀƴŀƎŜƳŜƴǘ ŎƻǎǘǎΣ ǎƛƳǇƭƛŦƛŜǎ ǘƘŜ ǎǳǇǇƻǊǘ ǘŜŀƳΩǎ ǇǊƻŎŜǎǎŜǎΣ 

and eases the efforts to adhere to security requirements.  
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Central Control 

In a centrally managed system, all connection details and login credentials are stored in 

a secure database and hidden from users.  The only information that a user needs to 

know is how to connect and login to the central server; you can control this in the same 

way as you would access to any other application.  Activity can be centrally controlled 

and audited. 

 

If a new device is added, the only change is to the secure central database; the device is 

added and access to authorised users is granted. If a user leaves, ǘƘŜ ǳǎŜǊΩǎ account is 

simply removed from the central database. The administration is much more efficient 

and secure.  A complex password regime for devices can be introduced. 

 

An audit trail enables forensic investigation of any incidents to be performed quickly and 

easily.   The organisation and its customers can be assured that their network 

infrastructure is secure at all times and meets their need for authentication, 

authorisation, and auditing. External assessment and verification is much easier to 

obtain. 

 

A centrally managed system brings many advantages in terms of both security and 

efficiency.  Data Track offers a central access and control system that can be used by 

system maintainers and enterprises to solve the problem of providing user access to 

network devices in a secure and efficient manner. 

 

 

5ŀǘŀ ¢ǊŀŎƪΩǎ {ŜŎǳǊŜ !ŎŎŜǎǎ aŀƴŀƎŜƳŜƴǘ {ȅǎǘŜƳ ό{!a{ύ 

 

The Secure Access Management System (SAMS) is a single sign-on solution that enables 

central control over the provision of remote access to devices. SAMS enables 

organisations to reduce administration costs, improve security and increase efficiency. 

 

SAMS holds all device credentials and connection information in a secure SQL database. 

It enables authenticated personnel to have secure remote access to equipment using IP 

or dial-up connectivity, initiated via a secure web portal. 

 

Users authenticate into the SAMS web portal; they are then presented with a list of 

equipment they have permission to access. A connection is made with just one click. 

SAMS launches the appropriate client application and logs the user on to the device. 

 

Users do not need to know and are not shown equipment passwords, telephone 

numbers or IP addresses. SAMS proxies all the connections, making life easier for users, 

and keeps an audit trail of activity. 
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Sample secure access deployment with SAMS 
 

 

In this scenario, Your Helpdesk has access to all systems at all locations, the Siebel 

Helpdesk can assess the server on Customer A site 1. The Remote Engineer has access to 

all sites except for Customer A site 1. The SAMS Server handles user Authentication, 

Authorisation, Accounting and Audit.  

 

 
User Access to SAMS 

How users get to the SAMS application is down to the security policies of the 

organisation.  SAMS should be treated as any other application; users can authenticate 

on the network using Active Directory, for example, and be granted permission to use it.  

If swipe cards or dongles are required to login to the network then they should be used; 

SAMS does not try to impose any special requirements.  It can thus be quickly integrated 

into any network infrastructure. 

 

Once a user has permission to see the SAMS application, all they need is a standard web 

browser to login and connect to any device.  SAMS uses standard protocols to connect 

to network devices and does not require any special client software other than the 

protocol handler that is downloadable from the SAMS web interface. 

 

Administrative users can login to the Admin console where they are able to configure 

the system according to their user rights.  An administrator can add edit or delete users, 

devices, and scripts, and can view the audit log. 
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User Login to SAMS 

Once the user has been given access to the SAMS application they need to be 

authenticated.  This can be done in one of two ways: 

ü If the organisation uses Active Directory to authenticate users then Active 

Directory Security Groups can be mapped to SAMS User Groups to control what 

a user can see and do within SAMS.  

ü If Active Directory is not used or is not available then a login screen will appear 

and the user will have to supply a valid Username and Password combination.  

SAMS can be set to force users to periodically change their password, to not use 

the last x number of passwords and to use a complex password; for example, 

one that includes at least one number. 

 
User Rights 

Individual users are organised into user groups.  Each group is provided with rights to 

use the system and any number of groups can be provided.  User Group privileges 

include:  

System rights ς can they use the admin console; add, edit, delete devices and users? 

View devices ς which devices can they access?  

Audit ς is their activity to be recorded? 

 

Individual users can be configured for: 

Authentication method ς Windows or local 

Groups ς to which group or groups do they belong? 

Password settings ς forced password change, complex passwords and timed access 

 

Timed access can be used to provide access for a limited period to a user; e.g. a third 

party specialist.  The account for this user would be disabled by default; when access is 

required, an authorised person can grant access. The account would then be disabled 

again either after a specified period, or when the session ends, as required. 

 

Connecting to devices 

Having been authenticated, the user is presented with a Graphical User Interface (GUI) 

that allows quick and easy connection to devices.  Devices can be organised into 

connection groups making them easier to find; there is also a search facility.   

 

The connection groups are organised in the administrator interface.  Groups can be 

organised in any way; e.g. by customer, location or skill-set.  They are presented as a 

tree view similar to Windows Explorer, with multiple levels and no practical limit to the 

number of levels.  
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SAMS User Interface 

 

Once a device is located on the tree, the connection method can be selected and 

connection made by a single click on the associated Connect icon.  SAMS will use the 

correct protocol to connect to the selected device; it will then login using the stored 

credentials and set up the connection to the user client.  A user can set up a number of 

simultaneous connections if required.  Disconnection is performed by a single click on 

the Disconnect Icon. 

 

The GUI allows a user to view their Most Recently Used connections, to place devices 

into a Favourites folder, to see which connections are currently being used, to search for 

particular devices and to change their password and some default settings.  A user with 

administrative rights can disconnect other users and grant access to timed users. 

 

Under the Settings tab the user can download a Client Configuration Tool.  This can be 

used to ensure that the necessary protocols such as Telnet are enabled on the clientΩs 

PC. 

 

 

Select a device on the tree Click on a Connect icon 
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Scripting 

 Each device on the system needs to be provided with Login/Logout scripts.  These 

scripts can be written by an organisation or by Data Track.  Those written by Data Track 

are supplied with the system.  These scripts can use the protocols supplied with the 

system and the login credentials stored in the SAMS database; this enables any number 

of different devices to be added and to automate the connection process. 

If the target device sits behind another device, for example a Data Track Tracker in front 

of a Mitel 3300, then in order to connect to the 3300 it will first be necessary to navigate 

the Tracker.  This is called a chain or indirect connection.  A script can be written that 

will enable SAMS to connect to the Tracker, login, navigate to the correct port, connect 

to the 3300 and login.  The chain can include a number of devices in front of the target 

device.  A logout script that effectively reverses the process can be written. 

Scripting enables automatic login/logout by a user without them knowing anything 

about the protocols required, the connection details or the password credentials of the 

devices. 

 

Auditing 

An audit log of each user session can be recorded. The information stored typically 

includes the user ID, the connection type and activity performed, down to the 

keystrokes typed into the managed device. SAMS provides reports based on the 

complete log of user activity to facilitate problem resolution, forensic investigations, and 

compliance to standards set forth by the stringent regulations within laws such as the 

Sarbanes-Oxley Act or the HIPAA Act. 
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Protocols Supported 

SAMS uses standard industry protocols to manage connections.  The following protocols 
are available.

HTTP 
HTTPS 
VNC 
SSH 

FTP 
RAW TCP 
Telnet 
ASCII 

Remote Desktop V5 
pcAnywhere 

 

Programmable Access 

Third party applications can request SAMS to make a connection and login to remote 

equipment using the proprietary SAMS connection manager service called PAS.  Any 

terminal emulation software that supports Raw TCP, e.g. PuTTY, can be used to connect 

to the SAMS connection manager service. 

 

A PAS user is set up in the same way as any other user; i.e. with a username/password 

combination and belonging to a user group with associated rights. Once a PAS user is 

authenticated, commands can be entered as required.  The interface allows a PAS user 

to: 

1. Read a list of connections they are authorised to view 

2. Request SAMS to make a connection to one of these 

3. View connected devices 

4. Change their password 

5. Change the password of a device 

 

There is a help command that lists all available commands. The commands available are 

ŎƻƴǘǊƻƭƭŜŘ ōȅ ǘƘŜ ǳǎŜǊΩǎ ǊƛƎƘǘǎ ǿƛǘƘƛƴ {!a{Φ ¢ƘŜ t!{ ƛƴǘŜǊŦŀŎŜ ŘƻŜǎ ƴƻǘ ŜƴŀōƭŜ ǳǎŜǊǎ ǘƻ 

read passwords and connection details from the SAMS database. 
 

Automating Tasks 

Third party developers can develop scripts that use PAS to facilitate the automation of 

regular tasks. These can be run at regular intervals using its Script Manager to configure 

a schedule.  The scripts can be written in any language and can use the PAS interface 

described above. 

 

Scripts can be produced to perform any number of automated tasks, including: 

 

1. Change passwords of monitored devices 

2.  Retrieve configuration data from monitored devices 

3.  Synchronize clocks on monitored devices 

4.  Update clocks for daylight saving twice per year 

5.  Upload new firmware releases 
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The two scripts shown on this screen enable Tracker configurations to be backed up 

automatically and their passwords to be periodically changed.  When a device password 

is changed, it can also be changed in SAMS as part of the script.  This also allows a copy 

of the password to be written to a safe area on a network disk.  

 

Resilience 

SAMS uses an SQL database and can have multiple databases (Principal, Mirror and 

Witness) to provide resilience.  User connections to SAMS are made using a standard 

browser and IIS (Windows Internet Information Services).  Connections to managed 

devices are made via the SAMS connection manager.  Multiple web servers and 

connection managers can be used to balance the load and provide resilience.  If a server 

fails, another will automatically pick up the traffic.  

 

Disaster recovery can be provided by having a backup system at another location.  

Standard SQL Server Log Shipping can be used to keep the two databases synchronized.  

In the event of a disaster at the Live Site, the Standby Site can be up and running in 

ƳƛƴǳǘŜǎΦ  ¦ǎŜǊǎΩ ōǊƻǿǎŜǊǎ Ŏŀƴ ǘƘŜƴ ōŜ ǇƻƛƴǘŜŘ ŀǘ ǘƘŜ {ǘŀƴŘby Site until the Live Site is 

back in service. 

 

Write a script in any 
language you wish 
 

Schedule the script 
to run when you 
want it to 
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Summary 

Security is easier to control and administer if there is some form of central control.  Data 

¢ǊŀŎƪΩǎ {ŜŎǳǊŜ !ŎŎŜǎǎ aŀƴŀƎŜƳŜƴǘ {ȅǎǘŜƳ ǇǊƻǾƛŘŜǎ ŀ ǎƻƭǳǘƛƻƴ ǘƘŀǘ ƛƴŎǊŜŀǎŜǎ ǘƘŜ 

security of administrative and support activity on voice and data networks. It lowers 

total system administration costs by speeding response times and delivering complete 

auditing facilities for both forensic and compliance requirements.  It also enables the 

automation of tasks that can be used to provide additional services and lower costs. 
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